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COMSEC MONITORING REPORT - JUL 67

T Attached is the Jul 67 comsec monitoring report,

i Distribution of these reports has been restricted to unitas
involved and superior HQ, There is a much larger distribution

of this report. It is hoped that this will develop a greater
awareness of comsec throughout 1 ATF,

3 Radio Relay is used for all telephone circuits out of the
Nul Dat area, Many users seem to be unaware that their
conversations are being carried by radio and so liable to
intercept, These trunk circuits are unclassified because:

a, Bome switchbeards are manned by Vietnamese
civilians,

b. There is dangér of cross comnection or induction
between two circuite so that conversations can be
heard by persona for whom they are not intended,

¢. A lot of remote contro} radic lines are carried
in the game cables as telephone lines and croased
connections, parallel connections and induction

are again possible. Although it is rsre, telephone
conversations have been transmitted over VHI' radios.

d, The radio waves which carry the telephone conversaticne
can easily travel many hundreds of miles beyond the point
for which they are intended. This makes them liable

to enemy intercept by high grade, fixed station

egquipment,

4, Please engure that all ranks who use telephones are aware
that all eircuits are unclassified., The Comsec Det will be
monitoring telephone ecircuits more freguently in future.

\ o A A
(G.d, Lawrence)
Maj

0fficer Commanding
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MONITORING ACTIVITIES JULY 67
) 1o The following circuits were monitored during Julys
b, 1 ATF Comd Net 1 Jul
7=13 Jul (0P PADDINGTON)
¢, 1 ATF AQ Net 10 Jul " "
d, 2 RAR Comd Net 10 Jul » i
-‘r2 Jul " "
22 Jul
) 29-31 Jul (OP CAIRNS)
e. 7 RAR Comd Net 10=13 Jul (0P PADDINGTON)

f. D Coy Comd Net (2 RAR) 25 Jul
g. V Coy Comd Net (2RAR) 25 Jul

2. A forward monitoring team was deployed with HQ 1 ATF (Fud)
during Operation Paddington with the intention of monitoring
Battalion Company nets, Due to range and location, this task
proved unseccesaful and altermate nets were selected, The
detachment wos also employed on frequeney checking tasks as
required,

24 Tarther efforts to monitor Company nets during Operation
CATRNS agoin proved unsuccessful except for occasional pericds
when the received signals were strong enough to record, Becaus.

of the negative results obtained when monitoring Company nets

from base areas, it is suggested that a monitoring team be deplovaod
with Battalion HQ during future operations,

4, An appraisal of the transmissions monitored during July
indicates a commendable standard of security on Battalion nets.
On several occasiona users were promptly reprimanded for insscuve
transmissions and only minor departures were recorded. Examplecs
are shown in Amnex A,

5 Veiled references to classified information over Radio
Relay channels continue to provide a potential hazard to security.
The following references were recorded:

"This blg thing coming up in a couple of days".
"T used to live in PADDINGTON".

I wouldn't plan on seeing him then (13 JULY), it will
depend on e talk coming up this morning",

Together these conversations suggested a pending operation,
posaibly between 7-13 July and probably with Codename
PADDINGTON, This information would be sufficient to alert enemy
intercepting agencies and result in o concentrated monitoring effor:
on all cirecuits,
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Several instances of indecent language were recorded ovor

lay channels,

See Amnex "BM",

o8 Sl

A.G, Poulton
wo1
IC Comsec Det



dnnex A to

HESTRICTED Comsee Report
Jul 67
e CAITS
DATE/TIMG |  not EROM TRANSHMISSION COMMENTS
7 RAR Comd Net L R, ) = "
1011356 92| A Hyz far are you from us? ; Compromises Disease
: . ; reveals position of
o You gre just about right on us, We will throw smoke, - L both ocall signs.
921 9A I see green smoke. Your loestot is Disease right, 0.1 up 0.4,
111624 4 |0A From your Sunray, Warning order for Sunray C/3 43 for patrol
tonight with C/3 4, Intentions
130854 2 | P9 Your Sunrsy speaking., Warn 21, 22 and 23 for a patrol. Intentions
Pabrol order and they will be back by tonight.
Pg| 2 You broke about 3 security rules.
(At 130906 all stations were ordered to be more
careful in all transmissions)
; 2 HAR Comd Net " e il Bl ) i
291041 gZ| 43 Affirmantive S5ir. Think that would be 2 good ohe. Indicates a senior station
D Coy Comd Net (2RAR)
251245 4214 We are moving back through the ares we came through yesterday. |Intentions
If you are near that area keep your eyes peeled,
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121853 43] 63 Are you prepared to copy tomorrow's anctivities ——--=a= C/S 4 | Instructions. Should be
will operate in area SWAN as designated by you, C/S 2 will gent by secure means.
investigate tunnel --(missed)--- C/S 3 will continue activity
in area that he is operating in today. That is BUTCHER BIRD,

/8 5 and V Coy will remain At this locatiom., Time in Q+28

111456 55443 There is en airecraft over your location with stores, Observation reveals
trying to contaect you, location callsign 55.

091612 43 Ares wie were originally allotted to the North West has been Location

gscrubbed, We are now redeployed and will be remeining there.
It is over to the South East.

- —
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RESTRICTED Ammex B to Comsec Report
VES e July 67
RADIO RELAY
DATE/TIME TRANSMISSION Commenta
040956 (PX EBONY to PX EMU PETER from DES)
"Listen Des I asked him a Fuckin week ago --—- and T get a bloody Hercules Obacene language
Aircraft sitting on the bloodv airfield —--~==-- do you know what bloody
happened ---- he has got our fuckin names plastered 211 over it and we
cant fuckin use it -- etfc--
071105 (%MU - EVERGREIN)
Who's that? Shevally? you fuckin mug
311323 (EBONY from ENU) ; Thig info could be used
"Have you got a RATIDER or a RELIABLE switchboard there?" "Nol We did have igngg fgtgitign;ﬂdlcate
RELTABLE when the Op was on, Haven't had them since., Only goes on when P b QbEXe 2
operations are working',
051123 (Maj Kentwell 33 Dental Unit to Adjt 2 RAR) Linked with other conversat-

"I11 be up in the TF Area tomorrow week!,
"That'll be 13th <--—---T wouldn't plon on secing him at that time Sir,
he may or may not. Will depend on a tclk thats going om this morning,"

iona, this was significont
info concefning Op
PADDINGTON,
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