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COMEUNICATIONS SECURITY
General
Vi In 1 ATP we hygve been inclined to think that our enemy

does not have a radio intercept capability, or thet if he does,
the langucge problem would reduce the effectivencss of his
intercept resources. There is increasing evidence to show that
our enemy has = very high standard of radio technology. This
Imowledge is used skilfully to maintain his oun security and to
obfain warning of US/IIIAF fulure intentions sand plans,

2 In PHUOC TUY province we hove sufficient evidence to

show that at lcast down to VC battalion level the enemy h .z the
ability to intercept our VH. and HPF radio transmissions. We must
assume thercfore that all of our ¥icce transmissions are heard
vy the enehy.

Vogce Codes

3. Operations Code - KAC-PJ
i
= This is a gimple but effective code giving a fair
degree of sceurity_providing it is uesd correctly.

b. This code will be used whenever future intentions
are being passed over the radic and for all operationa
messages prior to contact with the cnemy.

Gy The code is to be usecd on the Tagk Force Command Net
(Voice). Infantry Battalions Comicnd Nets, Artillery
Regimental cnd Battery Nets and all independant Bguadron/
Company nets,

d. The code is to be chnnged every 48 hours.

4 Numerical Code - ¥AC-QJ
Q. This code providcs a reasonably sccure means of

transmitting grid references and will always be used

when describing ambush positions or fuure intentions,
The location of troops who arc to remcin in g position
longer tnon six hours is to be sent in numerical code,

i The code igs to be used on thosc nots described in
paragraph 3¢ ugbove. :

C, The ¢'de is to be changed covery 12 hours. Timings
on the code refer to 2 time. In other words, thec time
brackets arc a5 follows:

(1) 00CO ~ 11597 is 0800 -~ 19591
(2) 11200 °'= 23592 ig 2000 - O759H
5. Points of Origzin Code

Q. This is a very low level code which should only be
used to describe very short term sccret grid references.

B, Because of the'short term nature of the code, it is

recommended thot infentry company ncts use the .im.rica
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to desecribe overnight harbours, dmbushes ete,

G The code is to be changed every 24 hours.

e i - e

B Variationas.aclisgt 1in the tse of this code.  The rules

are:
If Q:hour is1 0 hrs on D Day and if the code
chenges at 0800 hrs daily, then: '
| et 1200 hrs D-1 ig Q=22
W 5a CT700 ‘hrs D Day is Q-3
1700 hrs D Day is Q+7
OFOQR hrs “D+1 is Q+22
1200 hrs D+3 is Q+74
7. Nicknames
a. A low grade security cover con be obtained using o
nicknames.
B If the nickname is to be Iicyrently used, some
alternatives shonld be prouvided, ;
8. Ielephones
The Ebony switchboord is connceted to Vietnamcse operated
awitchbeards. Due to crossed lines the., all ranks must be aware
that classified metter should not be discussed on the telephone,
9. Changing Times for Codes
Based on D Doy codes are to changc o5 followsg:
Q. Operation Code KAC-RJ 0800 hrs D Day, then
0800 hrs D + 2, then e,

0300 hrs D + 4, etec.

b,  Numerical Code KAC-QJ 0800 hrs D Day) o . .
1959 hrs D Dayg ay
0800 hre D + 1) D 5
1959 hrs D + 1) &

BL0L s

Gy Point of Origin Cnde, O Hour. Pnauwords:

0800 hrs daily.
1O frequencies, NIS, callwords are to change at 0800 hrs.

1 Breaches

Typical brcachet arc:

o, S o S el W ot S e Ly Al A
8 SYSOEB A D ACR RS AR ShioE TRe NS Ragne,

b,  Encoding own location and then sgying “we are searching
a basec camp at Grid Reforcnee ...... (ziven in elear).

3N Instruction to sub units to move to an ambush position
(given in clear) at a time (given in cleaz).

) -2 There havc becn meny communications breaches and we are
undoubtably supplying the enemy with valuablc prior intelligence,
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1 3a Proper usce of the codes snd an incrcasc in the standard

of communication sccurity will deny the cenemy this intelligence.

Communication Sccurity Monitoring Team
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14, This tcam will be in country from 1 Jan 67. The team will,
as directed by Comd 1 ATF, mopitor nets for breaches in seccurity.

15, Unit C0/0Cs may request the scrvices of this tcam to
oscertain the level of communication security in their unit.

16, This teem is here to help improve our sccurity thereby
donying intelligencc to the enemy, and should not be r.garded as
a "hindrance",

Effcctive

L T N

¢ This ihwetruction is to be effective from 080300H Jan 67.

18, After 080 :00H Jan 67, 103 S8Sig Squadron mcmo dated
27 Dec 66 (1ATF SOI) is cancelled,
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